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Abstract- There is a strong need to establish a chain of energy transfer mechanisms that can lead to a tamper-proof, 

scalable, and transparent solution. Energy Internet, being a futuristic approach can prevent data tampering and help 

recording of transactions in a more efficient and a secured way. The clean and direct energy transfer from origin to 

consumers and its tracking is important to make the transfer of renewable energy a digital and smooth experience. 

This paper proposes the model of decentralized energy network in assimilation with blockchain. Also, analyzing the 

applications of blockchain in the energy network, we deliver a novel application of blockchain in decentralized 

network systems. Further, the paper summarizes the present challenges and their potential future scopes. 
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1. INTRODUCTION 

1.1 Blockchain 

Blockchain technology has its own charm by diverting the attention of users towards a series of applications in various 

fields, since Satoshi Nakamoto proposed the Bitcoin framework[1]. With its advent in 2009, it is gaining importance 

in all the industries owing to its capacity to change the world in the same way as the internet did back in the 1990’s. 

Moreover, soon after this technology entered to play a major role in the energy sector, it has become one of the popular 

topics in the field of research. The “distributed ledger technology” paved a new way for the peer to peer network 

trading of energy which ensures secure transactions without the involvement of a central authority. In a nutshell, 

blockchain records all energy transactions and once verified, adds them to a public ledger into a block. This process 

can ensure a greater level of control over energy sources further ensuring a tamper-proof, scalable and an autonomous 

system without mediation from a third party. 

1.2 Smart Grid 

A smart grid permits systematic communication between an energy consumer and producer. Unlike conventional grid 

systems where conventional power grid is the nexus of power systems formulated to connect the source of electricity 

supply with those who exploit electricity, a smart grid empowers both of them to be more versatile and complex in 

their operational tactics. The foremost Smart Grid systems are interoperability and easily accessible functionalities 

[2]. The essence of electricity grids is to transmit the energy in a steady and secured manner. Smart grids advance a 

solution for the fusion of these distributed energy sources to perpetuate the security of the electricity grid. The pivot 

of smart grids is to provide the ease of local consumption and production by the prosumers and consumers. They both 

should be capable of trading electricity with each other via peer to peer fashion. To control these transactions engaging 

within the smart grid in a centralized manner would likely be very costly and would need complex communication 

infrastructure. As an outcome, it is crystal clear that a decentralized method will be favoured over centralized methods. 

Inherent properties of a smart grid including its self- healing, modular and distributive generation which also make it 

a viable choice for the future. Owing to the potential auditable and authorized system, the future of smart energy 

systems is making access easy for Distributed Energy Resources (DER) [3]. 

1.3 Renewable Resources 

Such as solar, wind, and hydro have been present since the beginning of time. Energy generation from these resources 

is not easy due to the high cost and geographical limitations but if made possible then these sources can produce 

electricity with less environmental impact than traditional sources. Moreover, with the current rate of depletion of fuel 

sources and deteriorating environment the use of renewable resources has to be expanded. 

1.4 Non-Renewable Resources 

Since the inception of electricity, non-renewable resources have been credited for the generation of electricity. With 

the increase in power demands, carbon emissions have become a major concern. Conventional grids using non-

renewable resources are further inaccessible of reaching remote areas. Hence, it becomes a vital requirement to change 

the patterns of energy generation to make it more scalable, accessible and tamper-proof. Unlike non-renewable 

resources, generation has started shifting towards a greener and an economical means of energy transfer through the 

means of renewable resources. 

1.5 Energy Internet 
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The increasing demand for reliable, sustainable, renewable and economical energy has been calling for a new 

paradigm of cyber-physical energy systems, namely the Energy Internet [4]. The Energy Internet can be regarded as 

an “energy coupling system” which is laid on a simple idea to share economy and resources between parties in a more 

reliable and transparent manner. Considering the utility advantages of Blockchain paired with the Internet of Things 

(IoT) [5], the complexities of Energy Internet can be drastically reduced. This paper provides a deep insight into how 

the paired coupling of Blockchain and IoT can bring a breakthrough in the massive energy sector of the world. 

The remaining paper is organised as follows: Section II discusses the problem statements on which the paper has been 

proposed followed by Section III which briefly sums up the related work. Section IV presents proposed methodology 

in detail with relevant figures, architecture and components of Energy Internet. Section V provides the use cases of a 

decentralized energy network system. Features of Decentralized Model of Energy Network are laid out in Section VI. 

Result Analysis is presented in Section VII followed by the Future Implications and Discussions in Section VIII. 

2. RESEARCH QUESTIONS 

RQ1:  What happens when blockchain is assimilated with energy in the field of electric vehicles? 

RQ2:  How does the energy internet work with a smart grid to control the peak and base of energy flow and carbon 

footprints? 

RQ3: How is the concept of blockchain utilized in the field of Energy Resource Management (ERM)? 

RQ4: What is the role of smart contract in microgrid operations? 

3. LITERATURE REVIEW 

In [6] the author has explained about cyberinfrastructure. Cyberinfrastructure was introduced by the NSF in 2003. It 

comprises of computing frameworks, information storage frameworks, propelled equipment, and information 

archives, etc., all connected simultaneously by advanced programming and elite frameworks to increase and inquire 

about efficiency. he author has also explained in detail the four-layer structure given by NSF and that the future goal 

is to incorporate significant as well as frequently occurring utilities to give a valuable, and empowering system for 

analysis and disclosure. 

In [7] the author has defined cyber-physical systems as a composite framework that profoundly blends networks, 

computing with material science conditions for attaining ongoing perceiving, data assistance, and dynamic 

administration. Rather than being a collection of independent devices, a CPS is planned as a system of collaborating 

components with physical input and yield. CPS can combine the informationalized data into the current framework 

without upsetting the facilities and computing logic. Simultaneously, any software or structure that has a place within 

the framework should have the option to progressively join into the framework without being suspended or closed, in 

order to ensure the framework prerequisites and nature of administration. 

In [8] the author has mentioned how the Berkeley structure is constructed using a data-centric energy framework, 

which is a data overlay on the energy appropriation framework in its different natural indications. By utilizing pre-

characterized interfaces, energy reserves, providers, intelligent power switches (IPS), and loads can communicate with 

one another in the subnet. This structure also gives the communication trade that goes with the on-going energy 

exchanges among provisions and loads.  

In [9] the author has proposed an Energy Network Architecture called Future renewable electric energy delivery and 

management (FREEDM), is a sort of proficient new age environment-friendly energy grid framework, which 

coordinates exceptionally adaptable and alternate energy generation sources and storage with other accessible power 

grid frameworks so as to advance green power based industry and society. The FREEDM framework imagined here 

depends on the wide-scale utilization of renewable energy resources and energy storage devices.  

4. PROPOSED METHODOLOGY 

The decentralized energy network system is the inequitable distribution of Energy and lack of tracking of source and 

destination for retrieval of required information relies on a base of a middleware to be offered by energy internet 

which tracks the energy transfer from Green energy producer to a supplier and then from supplier to consumer. As the 

energy units flow from its source, a decentralized network records each Peer to Peer transaction in a ledger by   

blockchain. This transaction is stored as a block in the network after validation by one of the adjoining nodes. This 

energy then gets exchanged as tokens through a set of smart contracts between the two parties. The disruptive powers 

of Blockchain and automating the entire energy chain not only make the process of energy transfer easy but regular 

tracking of energy transfer makes the whole process tamper-proof. Considering renewable energy as the future of the 

energy grids in the near future, it is important to secure the transfer of energy between parties, make them transparent 

and automatic. Smart contracts being the foundation of this automation, it is of utmost importance to ensure a trustable 

system that can prevent any kind of tampering with the delivery system. Our proposed method will serve as a backbone 

to the energy chain network in each peer to peer network setup. The objective of setting up an efficient information 

interaction between each unit that is a part of the energy chain establishing an efficient transmission can potentially 

be achieved by the benefits of Blockchain and Internet of Energy where each network has the power to become an 

energy generator and seller as shown in fig. 4.1. This will hence lead to a credible, equitably managed, sustainable, 

and cost-effective system.  
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Through the utilization of intelligent features such as descriptive interfaces that cover the technology involved and 

intelligent edge switches, the Internet has gone through tremendous improvements. The sole purpose of these switches 

is to control access of the user. This benefits the internet in enabling access rights for devices but decreases the capacity 

of packet forwarding per unit time. As for energy routers, the hierarchy mechanism of the routers should always be 

designed such that it fulfils different requirements of energy routing like backbone switches do on the internet. 

Operations are then adjusted to intelligent terminals according to the local power supply situation of the infrastructure. 

 
Fig. 4.1 Model of Decentralize Energy Network (DEN) 

4.1 Architecture 

Many small microgrids and power stations collaborate to form a giant Energy generation network. The dynamic bus 

provided by introducing the concept of Energy Internet plays the role of "dynamic" information storage. The word 

dynamic data unit implies the flexible nature of data bus to expand and contract according to the incoming energy and 

requirements. This further allows networks to avoid conventional update cycle fashions and hence dependency on 

non-renewable resources for electricity generation. Further, Energy routers play a major role in the transmission of 

accumulated energy. Also, the contemplation between the generation and load is broken down by the primary utility 

distribution of energy. As soon as this energy reaches its potential consumers and business units, smart contracts help 
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to retransmit and utilize this energy for individual and collective purposes. A smart contract paired with Blockchain 

is responsible to maintain a ledger consisting of Energy transfer records. Role of Energy Internet becomes crucial in 

the whole process of generation of energy through microgrids to the utilization of energy by end-users. The effectual 

and bifacial flow of power can be made through the assimilation of information with energy[10]. 

 
                           Fig. 4.2 Five-Tier Architecture of Decentralize Energy Network 

4.2 Components Used 

Energy Network consists of three major parts: generation, transmission, and distribution. It has many control nodes 

and a router that can be utilized for different degrees of control which further helps the peer-2-peer network of energy 

to execute smoothly. This network of energy is based on the principle of decentralization which means that every node 

in the network has access to all energy transactions. Here, data is continually generated, duplicated, and stored away. 

Nonetheless, the Energy Network cannot regenerate energy. Therefore, the supplied energy needs to be adjusted by 

demand. Following are some essential hardware components of the energy network- 

4.2.1 Energy Router   

The energy router is a fundamental component of the Energy Network [11]. The energy router comprises a solid-state 

transformer, a disseminated network intelligent control system, and a communication unit. The router can receive, 

process, and transmit the data of the network. The router is equipped for expanding the network’s reliability, 
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productivity, and security of the power network, and in this way, can upgrade the energy utilization by adjusting the 

supply and demand. On the off chance if the supply of energy surpasses the demand, at that point the energy router 

moves the surplus energy to the utility grid [12]. 

4.2.2 Energy Storage Systems   

The storage systems in the energy network can remarkably improve grid productivity, dependability, and reliability. 

The detailed utilization and application of the storage systems have been explored in [13-15]. A storage device can 

decrease the pressure of a grid and store energy for some time in the future, consequently guaranteeing the smooth 

flow of power [16]. The storage system can improve power quality [17] and tackle the issue of voltage changing 

rapidly [18]. Ordinarily utilized storage devices are batteries, supercapacitors, fuel cells, flywheel, packed air, and 

pumped hydro. 

4.2.3 Energy Generation Sources   

Energy can be generated both from renewable and non-renewable resources, both of which are integrated into the 

main grid. For sustainable development, wellbeing, and environment, the network of energy comprises different 

interconnected sustainable sources, while the non-renewable is kept as a backup in case renewable sources cannot 

generate energy due to environmental conditions. Renewable advances with energy storage frameworks have become 

the generally acknowledged answers for accomplishing this steady and reliable green environment [19], [20-22]. The 

integration of renewable advancements requires power converter topologies and control strategies.  

4.2.4 Microgrid   

A microgrid is connected to almost every other entity in the network. It is connected to the energy generation systems 

through the energy router which controls the flow of electricity and establishes a secure data transfer and 

communication unit. Next it is connected to the energy internet to enable transparent and flawless transfer of energy 

and data. Further it is connected to energy storage devices in case renewable sources cannot generate electricity due 

to environmental conditions and other micro grids to expand the network and form a bigger smart grid. Microgrid is 

the part that facilitates functions such as energy trading and EV charging stations. 

4.2.5 Energy Internet   

The energy internet can be expounded as an internet-based wide area network (WAN) for energy fusion and 

information. It is a broad network that systematically provides electricity throughout. EI not only admits the 

infrastructure but also places the higher demand on the intelligent system of energy. On the one side, due to the lofty 

seepage of renewable energy resources in EI, their fluctuating output will intensify the load volatility of grid; whereas 

on the other side, the EI molds the centralized infrastructure into the distributed energy management, in which the 

distributed microgrids with varied scales are liable for controlling the densely expanded demand units. 

4.2.6 Plug and Play Appliance Integration   

The plug-and-play interface of the energy network encourages the association of sustainable sources and storage 

devices. The plug-and-play interface may have distinctive interfacing strategies (AC/DC) given that either AC or DC 

microgrid (MG) can associate through its interface. The reconciliation of home appliances or any other load is 

additionally significant as the demand and supply should be adjusted for the effective activity of the network of energy. 

Here, propelled studies on utilizing home appliances can diminish the demand for power and greenhouse gas 

discharge. 

5. USE-CASE OF DECENTRALIZE ENERGY NETWORK  

Regularly clients are seen to rely on a central authority because of which there is a high danger of security breach. In 

the event of decentralization, various hubs deal with the system and there is no further reliance on the focal power. 

Accordingly, the information is made sure about at further degree and there is no danger of loss of information. Much 

of the time, the system gets fizzled and subsequently entire information gets smashed, which is a significant issue. To 

illuminate this, the procedure of decentralization raised advanced monetary standards as digital currencies which 

diminish the opportunity of disappointment of the systems. Further, the energy can be conveyed among the 

companions or charging stations by means of the procedure of decentralization going about as energy trading and 

these tasks are conveyed under microgrids. 

The main segments where the applications of decentralization are broadly applied in the energy sector according to 

our model are listed below. 

5.1 Energy Trading 

According to the model, the customer can impart the power to its peers and through DLT, the prosumer can think 

about the utilization of power by the nodes. Additionally, the prosumer can know which node is missing with the lack 

of energy and which node has surplus amounts. This entire procedure can be characterized as energy Trading. 
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5.2 Electricity Charging Vehicles 

In the event that, when there is no prosumer confronting the issue of absence of power, at that point the framework 

can send the excess sum in the E-V stations to charge the vehicles and they can pay for that. The assimilation of 

blockchain with the process of EV charging makes sure the best price and the location for the users of EV while 

ensuring the privacy and the security of the entire system via decentralization. 

5.3 Microgrid Operations 

Management of microgrids has become an important aspect particularly with the assimilation of various distributed 

energy resources (DERs). The requirement for optimized operation and demand-based management of microgrids is 

the main focus nowadays for the researchers. Blockchain technology is included in this particular area for the possible 

profits.The scheduling mechanism of DERs is based on blockchain technology. The usage of blockchain in this field 

furnishes a trustworthy plan so that all DERs are secured and trusted. 

6. FEATURES OF DECENTRALIZE ENERGY NETWORK 

6.1 Upgraded Customer Experience  

The most significant component of the energy network is that energy units can be packed and moved securely, 

regardless of when and where the clients are in need [23]. Clients can take an interest in each productive energy 

utilization interface with the goal that clients can pick the sources of energy use as well as to take part during the 

energy generation and sales, further understanding the change from consumers to producers. This implies the energy 

network understands clients’ experience, particularly stressing on fulfilling the demands of clients. 

6.2 Increased Transparency  

Transparency is another key component of the Energy Network. An energy network framework can combine open 

energy, all equipment, and frameworks of open access, open energy markets, and exchanging platforms [24]. The 

energy network framework is devoted to building an open environmental framework; it can draw in more energy for 

another plan of action, understanding the organic combination of disseminated energy and the smart grid.  

6.3 Improved Utilization  

Communication in energy networks provides increasingly explicit instantaneous information on dispersed energy 

production, power transmission, and utilization. This encourages the utility administrators to enhance their decision 

advances by figuring out which part is conceivable to come up short and deciding the substitution strategy on the 

Internet. [25]. 

6.4 Efficiency in Energy Distribution  

The efficiency of energy utilization can be significantly improved by actualizing the open interrelationship, planning 

enhancement of energy, and presenting a setting for the extensive advancement of energy, energy utilization, and 

sharing [26]. 

6.5 Growth in the Energy Market   

The newly emerged market breaches all boundaries of the industry, giving the least expensive and advantageous 

platform for an enormous number of members and clients. Targeted at understanding success in the circumstances, 

stimulating the eagerness of advancement, and at last giving the constant power for the new energy transformation 

[27].  

6.6 Energy Conservation   

The energy network encourages the high infiltration of sustainable power source   access and utilization. Through an 

assortment of corresponding energy coupling, a wide range of energy stockpiling applications, the demand side 

response (DMS), and so on., the high infiltration of sustainable power source access and utilization can be strongly 

upheld [28]. 

6.7 Real-time Data Management   

Unlike conventional grid systems that work on a static update cycle to meet the demands of consumers, Energy Internet 

has evolved as a unique methodology to minimize the use of conventional power sources and process real-time data 

to meet the requirements of consumers by maintaining an ever-growing data bus. 

7. RESULT ANALYSIS 

This model of the decentralized energy network aims to provide electricity to the deprived section of the population. 

Through this model, we are providing the capability to the consumer to become a producer as well as a consumer 

which turns out to be a prosumer. Adoption of this model will save a lot of excessive units of electricity. The motive 

of designing this type of decentralized energy network is to make judicial usage and distribution of energy among 

different nodes. Energy trading among peer-2-peer connected nodes will make this model more financially feasible. 

A distributed ledger will maintain transparency among trustable and untrustable parties. The smart contract will 

manage to switch the process between energy trading among peer-2-peer networks or trading between prosumer to 
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charging stations, which will lead to efficient utilisation of excessively produced units of electricity and it will be 

incentivised to prosumer in terms of energy tokens which can be monetarily redeemed. This will develop an 

incentivised energy exchange ecosystem. It will be an economical and environmental-friendly approach to solve 

energy-related crises and issues. 

8. DISCUSSION, IMPLICATION AND FUTURE SCOPE 

Throughout the paper, we have explored the present scenario of decentralized energy networks in the generation of 

electricity through smart grids. Since the power transfer through traditional grids is carbon-intensive and expensive as 

a matter of fact, more than 13% of the world’s population is out of the range of electricity. Hence, it is an acute need 

of replacing the conventional grids with smart grid systems that run autonomously by a set of predefined rules. This 

will help meet the local demands of the households and can reclaim the poles and wires into “smart neighbourhoods”. 

Making a prosumer [30] the core entity, it brings the overall energy cost down. 

Introducing the concept of ”Energy crowdfunding” in a decentralized Energy network will serve as a future scope in 

our system. Another improvement in the generation of Green Energy can be the idea of Energy Crowdfunding. 

Through this unique idea, it is aimed to solve the problems of the generation of cleaner energy even in areas that are 

unable to generate green energy. It uses a platform where people can become collaborators on projects which generate 

clean energy. Each of these projects is proposed by a group of developers asking for contributions to sustain its 

viability. After the extensive review of each process and viability check of each process, people can now choose to be 

the contributors to the project sustaining the criteria. This contribution is done in the form of an exchange of tokens 

against the amount raised for funding. These tokens start generating a stream of energy tokens that are transferred 

between the parties as soon as the plant starts generating energy. Any type of customer irrespective of living 

conditions, can contribute and get benefitted by such a system through lower costs and increased economy. This is 

even better than  

traditional systems that buy electricity at wholesale prices from plants and sell them with high margins to end 

customers. Along with this, the model contains various challenges such as : In the facet of data, the concern should be 

on the techniques to avoid the interruption in pernicious conduct, the transmission of data, and capacity of security 

insurance. Likewise, more consideration is to be merited by the transmission of energy as well as data. Another 

challenge can be the Unwavering quality where the objective of decentralized energy networks is to use energy 

technology and Internet information technology to give prime concern to renewable energy sources. The success of 

an energy network is based on how to utilize distributed energy efficiently, and impart the supply of stable energy.  

Concluding with the last challenge as setting up data collaboration between every arrangement of transmission of 

energy and its effectiveness has become a difficulty which should be illuminated [31,29] 
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